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forecasting an adversary’s behavior to that of a leader who must make a difficult 
decision within that operational culture. This reframing process often introduces 
new and different stimuli that might not have been factored into a traditional 
analysis. For example, in a Red Hat exercise, participants might ask themselves 
these questions: “What are my supporters expecting from me?” “Do I really need 
to make this decision now?” “What are the consequences of making a wrong 
decision?” “How will the United States respond?”

▸▸ The Method

✶✶ �Gather a group of experts with in-depth knowledge of the target, 
operating environment, and senior decision maker’s personality, motives, 
and style of thinking. If at all possible, try to include people who are well 
grounded in the adversary’s culture, who speak the same language, share 
the same ethnic background, or have lived extensively in the region.

✶✶ �Present the experts with a situation or a stimulus and ask them what they 
would do if confronted by this situation. For example, you might ask for a 
response to this situation: “The United States has just imposed sanctions 
on your country.” Or: “We are about to launch a new product. How do you 
think our competitors will react?” The reason for first asking the experts 
how they would react is to establish a baseline for assessing whether the 
adversary is likely to react differently.7

✶✶ �Once the experts have articulated how they would have responded 
or acted, ask them to explain why they think they would behave that 
way. Ask the experts to list what core values or core assumptions were 
motivating their behavior or actions. Again, this step establishes a baseline 
for assessing why the adversary is likely to react differently.

✶✶ �Once they can explain in a convincing way why they chose to act the 
way they did, ask the experts to put themselves in the adversary’s or 
competitor’s shoes and simulate how their adversary or competitor 
would respond. At this point, the experts should ask themselves, “Does 
our adversary or competitor share our values or motives or methods of 
operation?” If not, then how do those differences lead them to act in ways 
we might not have anticipated before engaging in this exercise?

✶✶ �If trying to foresee the actions of a group or an organization, consider 
using the Role Playing technique. To gain cultural expertise that might 

otherwise be lacking, consider using the Delphi Method (chapter 9) to 
elicit the expertise of geographically distributed experts.

✶✶ �In presenting the results, describe the alternatives that were considered 
and the rationale for selecting the path the person or group is believed 
most likely to take. Consider other less conventional means of presenting 
the results of your analysis, such as the following:

–	 Describing a hypothetical conversation in which the leader and other 
players discuss the issue in the first person.

–	 Drafting a document (set of instructions, military orders, policy paper, or 
directives) that the adversary or competitor would likely generate.

Figure 8.4 shows how one might use the Red Hat Technique to catch bank 
robbers.

7.  The description of how to conduct a Red Hat Analysis has been updated since publication of the first edition to capture insights 
provided by Todd Sears, a former DIA analyst, who noted that mirror imaging is unlikely to be overcome simply by sensitizing analysts 
to the problem. The value of a structured technique like Red Hat Analysis is that it requires analysts to think first about what would 
motivate them to act before articulating why a foreign adversary would act differently. 

Most banking establishments utilize surveillance cameras to deter potential robberies, 
catch bank robbers, and avert internal loss. Multiple cameras usually are deployed near 
the ceiling to provide a broad panoramic view of all public spaces; some banks also put 
cameras behind the tellers to better acquire an image of the face of the bank robber. All of 
these camera locations are appropriate for various reasons. If Red Hat analytic techniques 
were employed during the development of surveillance strategies, however, many banks 
would discover that another, more optimal, camera placement for capturing the face of a 
bank robber merits serious consideration.

By putting themselves “in the shoes” of the robber, banks can gain a better 
understanding of what behaviors they are most likely to encounter. For instance, most 
bank robbers know that banks have surveillance cameras. For this reason they often wear 
baseball caps with visors, look down at their feet, and partially cover their faces when 
entering the bank to hide or obscure their image. Often when they confront the teller, they 
continue to look down to avoid showing their face. After they have collected their money, 
they turn around and look up to assess whether someone might impede their exit route.

By using Red Hat Analysis, security consultants would be more likely to conclude that the 
most effective location for a bank surveillance camera (for robbery suspect identification) 
is adjacent to the exit door at shoulder level. When the camera is placed at that location, it 
will catch the back of a robber entering the bank, but increase the chances of capturing an 
unobstructed image of the robber’s face when the robber departs. Once bank robbers have their 
money, they only care about how quickly they can exit the bank, and they stop looking down.

	 Figure 8.4	 Using Red Hat Analysis to Catch Bank Robbers
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